@RINGR,

Checklist:

Protect Your Practice & Patient Data in 2025

As healthcare practices become more digital and interconnected, the threat landscape continues to evolve,

especially when it comes to healthcare communications (phone, fax, text, and video). By following this
checklist, practices can build a resilient defense against emerging threats, ensuring the safety and privacy of
patient data and maintaining the trust of the communities they serve.

Data Protection and Privacy

[] Encrypt sensitive data: Ensure all personal
health information (PHI) and protected
health information (ePHI) are encrypted both
in transit and at rest.

[1 Is this something your communication,
EHR, and billing systems provide for you?

[] Data minimization: Collect and retain only
the necessary amount of patient data and
ensure it is stored securely.

[] Data access control: Implement strict access
controls, ensuring only authorized personnel
can view or modify patient records.

(] Audit Logs: Automatic audit logs let you
identify details of who has accessed your
phone, fax, and texts. This is an important
component of HIPAA compliance to
ensure that no unauthorized or irregular
access occurs.

Education

(] Phishing Awareness: Provide employees

with regular training on how to detect
suspicious activity and phishing
attempts via phone calls, text messages,
and emails.

Incident Response Plan: Develop, test, and
maintain an incident response plan that
includes specific procedures for security
threats or phishing attempts.

Data Backup and Recovery: Implement
regular, automated backups of critical
systems and data, ensuring that backups are
encrypted and stored offline or in a secure
cloud environment.

Disaster Recovery: Ensure disaster recovery
procedures are in place for rapid system
restoration, including alternate locations and
cloud-based solutions.

www.ringrx.com | 888-980-6860 | info@ringrx.com | 114 E Haley St, Ste L, Santa Barbara, CA 93101



Identity & Access Management (IAM)

[0 Multi-Factor Authentication (MFA): Require
MFA for all access to patient records, systems,
and networks, including remote access.

[] Role-Based Access: Enforce access
restrictions based on users' roles to limit
access to the minimum necessary data.

[] User account reviews: Conduct regular
reviews of user accounts to ensure timely
deactivation of accounts for employees who
leave or change roles.

Compliance & Regulatory Requirements

(] HIPAA Compliance: Stay current with HIPAA
and other local or international regulations,
ensuring that the practice adheres to all
privacy and security standards.

] Regular Audits: Conduct internal and external
audits to ensure compliance with regulations
and standards.

(1 Supply Chain Management: Ensure all
platforms and service providers are compliant
with healthcare cybersecurity standards,
including regular risk assessments and
contract provisions for data protection. This
applies to your communications system,
EMR/EHR, and billing solution.
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Secure Communication Channels

] Encrypted Communication: Use secure
communication channels, including
encrypted email, messaging systems, and
video conferencing tools, for patient and
internal communication.

Does your system offer:
[ HIPAA-compliant faxing
[ Secure team texting

[0 Telemedicine Security: Ensure telemedicine
platforms comply with privacy and security
standards, implementing encryption,
authentication, and secure data storage.

[ Privacy Defender: Minimize unwanted
telemarketing and spam calls, which may be
phishing attempts that can lead to a larger
security threat.

If you're uncertain whether your communication
system meets HIPAA compliance standards for
secure phone, fax, text, and video, let's discuss
your needs. RingRx is the leader in secure
healthcare communications, and for good reason.
Our platform—with audit logs, built-in privacy
protection, and call reputation features—was
specifically designed from the ground up to provide
the highest level of security and compliance.

To learn more about RingRx and if it fits your organization, book a demo or

contact us at (888) 980-6860 and request a free trial.
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