
 When the Phones Go Silent:  
Incident Response for  
Healthcare Communications
When phones fail, patient access suffers. This practical 
guide shows mid-sized healthcare practices how to respond 
quickly, preserve access, and avoid compliance missteps.
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Why Communication Failures 
Hit Healthcare First

HIPAA reflects this reality. The Security Rule does 

not limit “security incidents” to confirmed data 

theft. It explicitly includes interference with system 

operations. That means a phone outage caused by 

a cyber event can still trigger the required response 

procedures, documentation, and mitigation 

measures, even if no PHI is ultimately compromised.

Incident response for communications is about 

preparing for the most likely scenarios. Systems 

will fail. Messages will be misrouted. Credentials 

will be tested. The goal is not perfection. The goal 

is a response your team can execute calmly and 

document clearly.
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Healthcare communication failures 
hit fast. When phones, voicemail, 
texting, or fax break down, 
patients can’t reach your team, 
staff scrambles, and the pressure 
to improvise rises quickly. That’s 
why communications incidents 
need the same planning discipline 

as your core clinical systems.

This is not hypothetical. Healthcare is now the 

most targeted critical infrastructure sector for 

cyber incidents. Through October 2025, 364 

hacking incidents had been reported to the 

HHS Office for Civil Rights, affecting more than 

33 million individuals. Many of these incidents 

did not begin with stolen databases. They 

started with service disruptions, credential 

compromises, or failures in third-party systems 

that healthcare organizations rely on every day.

For mid-sized practices, the risk is magnified. 

These organizations are large enough to be 

targeted, but small enough that communication 

systems are often managed by a handful of 

people or external vendors. When an incident 

occurs, there is little room for improvisation. 

Decisions made in the first few hours determine 

not only operational recovery, but also regulatory 

exposure and patient trust.

What this looks like in real life:
“In early 2022, the phones just stopped working. 
We couldn’t make or receive calls, faxes, or log 
into the system.”
Practice Manager, Regional Specialty Care Practice
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What HIPAA Actually Expects 
from Your Incident Response Plan
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A VoIP outage caused by a cyber event is a 
security incident.

Suspicious or repeated failed logins to a voicemail 
or messaging portal are security incidents.

Unauthorized call-routing changes, or changes 
caused by a cyber event that interfere with 
system operations, can be security incidents.

For patient communication systems, 
this means:

None of these scenarios requires proof that PHI 

was accessed to trigger response obligations. They 

require recognition, mitigation, and documentation.

This is where many practices stumble. They equate 

“incident” with “breach” and delay response while trying 

to determine impact. HIPAA expects the opposite. 

Respond first. Assess second. Document throughout.

HIPAA compliance is often described 

as complex, but in incident response, 

expectations are more direct than 

many healthcare leaders realize. The 

problem is not that practices lack 

policies. It’s that they misunderstand 

what HIPAA requires when something 

goes wrong. 

In communication systems, this misunderstanding 

manifests as hesitation. Teams debate whether an 

event “counts.” They wait for certainty before acting. 

They focus on restoring service first and worry about 

documentation later. By the time clarity arrives, 

evidence may be gone, timelines may be tight, and 

decisions may be more challenging to justify.

The guidance that follows addresses the most 

common misunderstandings about HIPAA incident 

response requirements for communication systems.

Security Incidents Are Broader 
Than Most Teams Assume

Under the HIPAA Security Rule, a security incident 

is not limited to confirmed data theft. It includes 

attempts to access and interfere with system 

operations. That language is deliberate.
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If a practice cannot demonstrate a low probability 

of compromise based on these factors, the event 

is presumed to constitute a breach requiring 

notification. The burden of proof rests with the 

covered entity to show that no breach occurred.

Discovery, Not Confirmation, 
Drives Timelines
One of the most dangerous misconceptions in 

incident response is the belief that the clock starts 

when the facts are clear. Under HIPAA, it does not.

A breach is considered “discovered” when the practice 

knows or reasonably should have known about it. 

That includes situations where a workforce member 

becomes aware of a potential issue, even if the 

investigation is still underway.

For breaches affecting 500 or more individuals, 

notification to affected individuals and to HHS 

must occur no later than 60 days after discovery. 

Breaches affecting fewer than 500 individuals still 

require notification to affected individuals without 

unreasonable delay (and no later than 60 days 

after discovery), though reporting to HHS may be 

aggregated annually.

Waiting for perfect information does not pause 

the clock. This is why early recognition and 

documentation are so crucial for communication-

related incidents, which are often detected informally 

by staff before technical teams are involved.

Assessment, Not Instinct, 
Determines Breaches
Under the Breach Notification Rule, a breach is an 

impermissible access, use, or disclosure of PHI 

that compromises its security or privacy. Whether 

a breach has occurred is determined through 

a documented risk assessment, not by how 

uncomfortable the situation feels.

HIPAA requires you to assess 
four specific factors when 
determining if a breach occurred:

 � Nature and extent of PHI involved

 � Unauthorized person who used or received the PHI

 � Whether PHI was actually acquired or viewed

 � Extent to which risk has been mitigated

This framework matters for communication 

incidents because many begin ambiguously. A fax 

sent to the wrong number. A voicemail left on a 

shared phone. A compromised account with unclear 

access history. These situations are not resolved by 

assumption. They are determined by evidence.
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HIPAA doesn’t require certainty.  
It requires action, assessment, 
and documentation.

Communication Systems  
Are Not “Out of Scope”
Another common failure point is the assumption 

that phones, voicemail, and fax are not part of the 

ePHI environment. That assumption is outdated.

VoIP platforms, digital voicemail, texting platforms 

that retain message history, and digital fax 

portals are part of the electronic protected health 

information (ePHI) environment when they store or 

transmit PHI electronically.

In practice, this means incident response plans 

that focus only on EHRs and email are incomplete 

by design.

Takeaways for  
Mid-Sized Practices

For mid-sized practices, a compliant incident 

response plan does not require a 24/7 security 

operations center or complex tooling. It requires 

clarity about what constitutes an incident, 

discipline in escalation and assessment, and 

consistency in documentation.

Communication systems are often where incidents 

first surface and where patient impact is felt most 

acutely. Treating them as first-class systems within 

incident response planning is not an enhancement. 

It is a baseline expectation.

HIPAA does not expect perfection.  
It expects a process.

http://www.ringrx.com
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The Incidents That Matter 
Most for Mid-Sized Practices

Not every incident deserves the same level 

of attention. That focus is essential for a 

plan that works in a mid-sized practice.

Practices with 10–50 providers face a unique reality. 

They have enough complexity to experience a wide 
range of incidents, but not enough staff or time 
to treat every scenario as equally likely or equally 
damaging. An effective incident response plan 
reflects this reality by prioritizing the incidents that 
occur most often, escalate fastest, and draw the 
greatest scrutiny when handled poorly.

This chapter focuses on those incidents. Not because 
others do not matter, but because these are the ones 
that most frequently determine whether a practice’s 
response is seen as reasonable or deficient.

Tier 1 Incidents: High 
Frequency, High Exposure

Tier 1 incidents are the most common sources of 
enforcement risk for mid-sized practices. They are 

routine, human-driven, and often underestimated.

7

Fax sent to the wrong number

Voicemail left on a shared or incorrect phone line

Text sent to the wrong patient

Misdirected communications top this list:

These incidents often involve small volumes 

of PHI, but they are difficult to dismiss without 

documentation. When practices fail to perform 

and document a breach risk assessment, or when 

the same error occurs repeatedly without process 

changes, enforcement risk increases sharply.

Unauthorized access to communication systems is 

the second Tier 1 category. Common examples include:

These incidents may not immediately expose PHI, 

but they undermine the organization’s ability to 

demonstrate access control and audit discipline. 

When combined with incomplete logs, they create 

ambiguity that rarely favors the covered entity.

Shared admin credentials on VoIP or fax portals

Former employees retaining access to 

voicemail or messaging systems

Weak authentication on administrative consoles
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Tier 2 Incidents: High Impact, 
Lower Frequency
Ransomware or a compromise affecting 
communications can simultaneously shut down 

phone systems, call routing, voicemail, and messaging.

Lost or stolen devices containing stored 

communications also fall into this tier. Mobile 
phones used for VoIP, voicemail, or messaging 
often store call logs, messages, and notifications. 
If encryption and remote wipe are not in place, a 
single lost device can trigger breach analysis and 
notification obligations.

Tier 2 incidents test a practice’s continuity planning 

as much as its security controls. They are where 
downtime procedures, alternate routing, and internal 

coordination matter most.

Why These Incidents  
Escalate So Quickly

What unites these incident types is not intent.  

It is predictability.

They arise from routine workflows under time 

pressure, repeat when processes are not adjusted, 

and are easy for regulators to evaluate. A misdirected 

fax or voicemail does not require forensic expertise 

to assess. It requires documentation, mitigation, and 

follow-through.

For mid-sized practices, this is an advantage. 

These incidents can be reduced significantly with 

clear procedures, targeted training, and basic audit 

discipline. The risk lies not in their occurrence, but 

in complacency.

Takeaways for  
Mid-Sized Practices
Mid-sized practices do not need to prepare for every 

theoretical threat equally. They need to prepare 

thoroughly for the most frequent incidents that, when 

mishandled, have the greatest downstream impact.

By prioritizing misdirected communications, 

unauthorized system access, and communication-

disrupting cyber events, practices can focus their 

limited time and resources on what matters most. 

This focus improves response speed, reduces 

internal confusion, and strengthens defensibility 

when regulators or patients ask what happened.

Most healthcare incidents don’t 
start as crises. They become 
crises when they repeat.
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Best Practices: Responding 
to a Communications Incident 
Without Losing Patient Access

Incident response is often described 
as a technical discipline, but in 
patient communications it is 
fundamentally an operational one.  
 
Phones, voicemail, texting, and fax are central to 
daily work. When something goes wrong, staff 
are already under pressure before any formal 
response begins. A best-practice approach gives 
your team a clear sequence to follow, so you 
preserve evidence, keep patients connected, and 

make defensible decisions without improvising.
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Before: Preparation and 
Governance Set the Ceiling

Every incident response succeeds or fails before the 
incident occurs. Preparation determines how much 

chaos your practice can absorb without losing control.

For patient communications, preparation starts with 
ownership. Someone must be accountable for each 
system: phones, voicemail, texting, fax, and any 
answering or call-center services. This is typically 
your practice administrator, office manager, or IT 
coordinator - whoever has administrative access 
to these systems and vendor relationships. When 
responsibility is diffuse, response slows. When 
responsibility is clear, escalation is faster, and 

decisions are easier to defend.

Preparation also includes understanding where PHI 
can appear. Voicemail messages, call recordings, fax 
images, message logs, and even call metadata may 
all become part of an incident investigation. Practices 
that inventory these data paths in advance avoid 

painful discovery during a live event.

Governance is the final piece. Policies must state 
how communication incidents are identified, 
escalated, documented, and reviewed. Training must 
reinforce those expectations. Downtime procedures 
must be defined so staff are not forced to develop 
workarounds that introduce new risks.
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During: Four Actions Must 
Happen Together

When an incident begins, the instinct is to fix  

the problem immediately. For communication  

systems, that instinct is understandable. Patients 

are waiting, and staff are fielding complaints. 

But response actions taken in the wrong order 

can undermine defensibility and increase risk. 

Detection, evidence preservation, containment,  

and continuity planning must happen together. 

1. Detect 
Incidents are often surfaced by frontline staff 

rather than monitoring tools. A patient reports 

receiving the wrong voicemail. A staff member 

notices unusual call routing. An administrator sees 

repeated login failures. These signals must be 

treated seriously and escalated promptly.

2. Preserve 
Logs showing access, routing changes, message 

delivery, or administrative activity are often 

transient. If you reset systems or reroute traffic 

before capturing logs, you may erase the timeline 

you’ll need to defend your decisions.

3. Contain 

Accounts may need to be disabled. Routing rules 

may need to be simplified. Texting may need to be 

paused. The goal is to stop harm while maintaining 

as much patient access as safely possible.

4. Continue Care
From a patient’s perspective, an incident is 

rarely visible as a security event. It shows up 

as unanswered calls, delayed callbacks, missed 

reminders, or confusing messages. Patients do 

not distinguish between a cyberattack, a vendor 

outage, or a misconfiguration. They experience the 

same outcome: they cannot reach their care team.

Availability is part of security. When phone 

systems fail, patients cannot schedule 

appointments, request refills, or report urgent 

symptoms. When messaging systems are 

unavailable, follow-ups stall. When voicemail 

systems misroute or stop recording messages, 

critical information is lost.

How will inbound patient calls be handled if 
the primary phone system is unavailable?

How will urgent messages be identified  

and escalated?

How will staff communicate internally if email 
or messaging platforms are affected?

What will patients hear or see when they 
attempt to contact the practice?

For communication systems, continuity 

planning answers a simple set of questions:
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Routing clarity reduces 
incident chaos:

“RingRx not only gave us a better process for routing 

calls, but we were also able to differentiate the new 

incoming patient calls from established patients.”

Lisa Stracks, Executive Director, Cormendi Health

Clear messaging reduces chaos. Silence is rarely 
interpreted kindly. A brief explanation and a clear 
alternate contact path can stabilize expectations 
and reduce staff stress. These messages do not 
need to disclose technical details. They need to 

acknowledge disruption and provide direction.

Staff coordination matters as much as patient 
messaging. During a disruption, staff need to know 
which systems are safe to use, which workarounds 
are approved, who is coordinating the response, 
and when to escalate concerns. Without internal 
clarity, well-intentioned actions can create new 
problems and expand the scope of the incident.

Close the loop (after service is stable)

  �Finalize the incident timeline and preserve the evidence set

 � If PHI was involved, complete the four-factor breach risk assessment

 � Document the decision and rationale (notify or not)

 � Hold a short post-incident review and assign corrective actions

 � Update access, routing, templates, and training to prevent repetition

Use “Incident Response Flowchart” as your step-by-step reference 
during an incident.

http://www.ringrx.com
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Takeaways for Mid-Sized 
Practices

A best-practice approach transforms incident 

response from a reaction into a process. 

For mid-sized practices, success does not 

require sophisticated tooling or large teams. 

It requires discipline: prepare before incidents 

occur, preserve evidence during response, 

maintain patient access under pressure, and 

document decisions after the fact.

You can’t document your way 

out of an incident if you erase 
the evidence first.

What Breaks Communications 
Incident Response

•	 �Evidence is lost when systems are reset  

before logs are preserved

•	 �Staff improvise workarounds when  

downtime procedures are unclear 

•	 �Availability failures push teams toward  

unsafe communication shortcuts 

•	 �Breach decisions become harder when timelines 

and access history are unclear

•	 �Post-incident reviews reduce repeat failures 

when corrective actions are documented
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Audit Readiness & Common Gaps: 
What Makes Response Defensible

At the same time, most practices don’t get caught off 

guard because they ignore security. They get caught off 

guard because communication systems feel familiar. 

Phones, voicemail, texting, and fax are operational 

tools, not “security systems” in most people’s minds. 

That familiarity creates predictable gaps.

Evidence Is Created During  
the Incident, Not After

One of the most common misconceptions about 

audit readiness is that it happens after systems are 

restored. In reality, the most important evidence 

is created while the incident unfolds. At minimum, 

preserve access logs, routing and configuration 

changes, timestamps, and your vendor ticket history.

For communication systems, preserve evidence 
that answers these questions:

w w w.ringr x .com |  8 8 8 -980 - 6 860 |  info@ringr x .com

In a communications incident, your 
strongest protection is not a perfect 
system. It’s defensible evidence. When 
an incident is reviewed weeks or 
months later by regulators, insurers, 
or legal counsel, memories are 
unreliable and intentions are irrelevant. 
What matters is what you can show: 
logs, timelines, assessments, and 
documented decisions.

Who accessed the system?

What changed?

What content might have been exposed?

What did the practice do and when?

http://www.ringrx.com
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Communication incidents often span multiple 

systems. VoIP logs may show login attempts. 

Fax logs may confirm whether transmission was 

successful or unsuccessful. Messaging platforms 

may record access to message history. Individually, 

these records are helpful. Together, they form a 

coherent timeline.

When logs are missing or inconsistent, the narrative 

breaks down. Regulators and auditors are left with 

gaps, and gaps invite assumptions.

Vendor Dependence Increases 
the Need for Documentation

Mid-sized practices rely heavily on third-party 

vendors for communication services. That reliance 

does not reduce responsibility. It increases the 

importance of documentation and coordination.

When incidents involve vendor-managed 
systems, best practice is to document:

If this information is not captured early, it may 

be lost permanently. Log retention limits, vendor 

data availability, and system resets make later 

reconstruction more difficult.

Audit Trails Tell the Story 
Regulators Expect to See
Audit trails are not just lists of events.  
They are narratives.

A complete audit trail allows your practice to 
establish a clear timeline:
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In practice, this often includes:

VoIP, voicemail, messaging, and fax platform 
access logs

System routing and configuration change 

history

Message delivery confirmations and routing 
histories

Detection and escalation timestamps from 
system logs and internal incident records

When did we first know?

What evidence did we preserve?

What actions did we take?

What decisions did we make, and why?

 

What logs you requested

When you requested them

What the vendor provided

Any limits the vendor disclosed (retention 
windows, unavailable fields)

Your vendor contact should be identified in 
advance as part of your incident response plan

Business Associate Agreements define 

responsibilities but do not constitute evidence of 

what occurred. If a vendor cannot provide logs or 

historical access data, the covered entity remains 

responsible for establishing the burden of proof.

http://www.ringrx.com
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Common Gaps That 
Undermine Defensibility

Most issues are predictable.  
Use this list as a self-check:

Takeaways for  
Mid-Sized Practices

Audit readiness is not about preparing for 

punishment. It is about preparing for accountability.

When you preserve evidence early, you can 

reconstruct what happened, make breach 

decisions faster, and defend those decisions later. 

When you ignore the common gaps above, you 

create ambiguity, and ambiguity rarely favors the 

covered entity.

Treating communication systems as  
"just phones"

Assuming one-time errors don't require 

corrective action

Weak access management and offboarding

Logs exist, but are not reviewed

No downtime or continuity procedures

Documentation is delayed until after 
restoration
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Preparedness
Is Patient Care
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Communication failures rarely 
announce themselves as security 
incidents. They show up as missed 
calls, unanswered voicemails, delayed 
responses, and frustrated patients who 
simply need to reach their care team. 
For staff, the same disruption shows up 
as stress, improvisation, and a creeping 
sense that the systems meant to 

support care are getting in the way. 

That is why preparedness for communication 

incidents matters.

Throughout this book, the same pattern recurred. 

Phones, voicemail, texting, and fax are deeply 

embedded in daily care delivery. They are trusted, 

familiar, and heavily used. When they fail or are 

compromised, the impact is immediate and visible. 

Patients lose access. Staff loses confidence. Minor 

issues can escalate quickly without a clear plan.

Preparedness does not mean eliminating every 

possible incident. It means responding in a way 

that protects patient access, preserves privacy, and 

supports staff under pressure. It means knowing 

who owns each system, what evidence to preserve, 

how to keep patients connected, and how to make 

defensible decisions when PHI may be involved.

For mid-sized practices, this approach is achievable 

and practical. You are close enough to operations 

to recognize problems early. You are flexible 

enough to adjust workflows when something 

breaks. With a clear incident response framework 

for communications, you can turn disruptions into 

controlled, manageable events.

Preparedness is not about checking boxes. It is about 

reliability. When patients can still reach you, staff know 

what to do, and decisions are clearly documented, 

trust remains even when systems are strained.

Takeaways for  

Mid-Sized Practices

Preparedness for communication incidents is 

inseparable from patient care.

Practices that plan ahead reduce chaos during 

disruptions, limit secondary risk, and support their 

teams when pressure is highest. Clear ownership, 

consistent processes, and disciplined documentation 

turn inevitable incidents into manageable situations.

Over time, this approach builds confidence with 

regulators, staff, and patients alike.
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Start Your 14-Day Trial
Test RingRx with your team and see how the 

platform handles access controls, routing, voicemail, 

fax, texting, and audit logging in real workflows.

Take the Next Step
Communication incidents are easier to 

manage when your team knows what to 

preserve, who owns each workflow, and how 

to keep patients connected during disruptions.

RingRx helps healthcare practices manage 

phone, voicemail, fax, and text messaging, 

routing, and audit history in a single 

healthcare-focused communications platform.

Book a Demo Today
See how RingRx can support your incident 

readiness, daily communication workflows, 

and patient access needs.
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Book a Demo today!
Discover how RingRx can enhance your practice’s communication and 

streamline operations. Book a demo today or call (888) 980-6860 to 

see how we can tailor our solutions to fit your organization’s needs.
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